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Enterprises are Shifting to Open

*Today's Enterprise:

Multiple platforms, proprietary
technologies, management and
security challenges

Open Systems

Proprietary Systems

Spiralling costs
Interoperability challenges
Growing security threats
Lack of vendor choice
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*Tomorrow’s Open Enterprise:
Performance, reliability, and
world-class support on
standards-based, open platforms

 Increased leverage
of IT skills and assets

 Improved security and
manageability

e Vendor flexibility

« Dramatic reductions in
operating costs
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Novell's Linux Development Process

%0
openSUSE’ @
Various open SUSE Linux Linux for Hardened,
source projects 10.1 enthusiasts and Secure,
individual end Supported
Rapidly growing users
in number of SUSE Linux Certified for
projects and their 10.0 Technical leading hardware
capabilities previews and and software
leading edge platforms
Isolated, SUSE Linux applications
uncoordinated 9.3 . 7-year code
efforts SEUSE SLltpe maintenance
nterprise
guarantee
‘ SUSE Linux
9.2

SUSE Linux

9.1
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Leading Linux Innovation

First enterprise distribution to ship on 7 architectures:
x86, x86-64, iab4, ppc, ppco4, s390, s390x

~-irst enterprise distribution to ship 2.6 Kernel
-irst journaling filesystem for Linux Kernel

~irst Linux distribution to receive Common Criteria
EAL2+, EAL3+ and EAL4+

~irst to ship with integrated IPsec support (1999)
-irst to rely on CIM standard for System Management
-irst enterprise distribution to ship Xen Virtualization
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Major Linux Kernel contributions

Linux Kernel areas with major involvement
from SUSE/Novell:

- Memory management

- NUMA (Non-uniform Memory Architecture)
- Multi-core CPU support

- Block I/O subsystem

- /O schedulers

- Reiser FS

- NFS

- IPvb

- Power management

- Virtualization (User Mode Linux and Xen)
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Novell Parthner Ecosystem
The power of working as one

ec-o-sys-tem (ék’o-sis’tam) noun. A community working together in a
common environment considered as a single unit
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Novell Partnering Facts nov 20
1) 42 ISV/IHVs in Q1 FY04 -to- 975 by Q1 FY06:

- 90% of these partners are new to Novell
- Averaging 10 - 15 new or renewing companies per week

2) 203 Enterprise Linux Products in Q1 FY04 -to- 2157 at Q2 FYO06:

3) 5,000 total Novell partners in Q2 FYO06:

- 3,200 Solution Providers (VADs/VARSs) & System Integrators
- 900 Training Partners
- 975 Technology Partners (ISV/IHVS)
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Paid Linux Market Share

Why Novell is Winning

Acquired SUSE Linux in early
2004

F1000 accounts standardizing
on SUSE Linux Enterprise

Enterprise-grade software

(1) . .
73% solutions and technical support

Successful migrations from

$178 Million NetWare to Linux

. Novell

$368 Million
. Red Hat

. Other

Source: Comparison of paid Linux revenue from NOVL and RHAT 10-Q
Statements for 8 consecutive quarters
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Independent Hardware Vendors

N

Novell's Comprehensive Ecosystem

When performance, reliability, and world-class support really matter,
organizations choose SUSE Linux Enterprise from Novell. From desktops
to data centers, the best just got better.

User Communities

Novell Open
Enterprise
Server Novell

ZENworks

SUSE Linux SUSE Linux
Enterprise Enterprise

Novell
Identity

Server Desktop Manager

Novell
GroupWise

SIOpUdA 24emyos Juspuadapul

Developer Communities
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SUSE Linux Enterprise Roadmap




SUSE Linux Enterprise Roadmap

2004 2005 2006 2007 2008 2009 2010

SLES/SLD 8
SLES /NLD 9 7-year Support Lifetime
SUSE Linux Enterprise 10

SUSE Linux Enterprise 11

¢ Linux 2.6 Kernel
2> Performance

> Scalability * Virtualization (Server / Storage)

* AppArmor (SP3) * Security

¢+ Management >AppArmor (Profile Mgmt., CIM-enabled)

* Directory integration >Compiler / runtime technologies

+ 32-bit and 64-bit * Management (Identity, Monitoring, Provisioning)
Workloads * Integration into heterogeneous Environments

2
*

Multi-core/platform Client
features > Desktop search: Beagle
> Wireless, Thin Client, Power Mgmt.
* Driver Delivery Process
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INTRODUCING: N

SUSE Linux Enterprise 10

The platform for the open
enterprise

* State of the Art Linux

* Virtualization Energized
* Application Security

* Systems Management

* System Integration

* Broad Hardware Support
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SUSE Linux Enterprise 10
The Platform for the Open Enterprise

Desktop Productivity
Server Functionality
Application & Development Services
Management
Virtualization

High Availability and Storage

Performance and Scalability

Hardware Support

SUSE Linux Enterprise
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Hardware Support

CPU
* Available on x86, x86-64, ia64, ppc, ppc64 and s390x

¢ Support and optimizations for the latest CPU technology, including
Virtualization (VT, Pacifica) and Multi-core.

Updated drivers for:
* Storage (RAID, SAS, SATA, Multipathing, Fibrechannel)
* Networking (including support for I/OAT and Wireless)
* Platform management (IPMI) and Power management
* Graphics, Audio, Bluetooth and USB devices

Hotplug
* Hotplug improvements through Hardware Abstraction Layer
* Persistent device naming

Scalability

¢ Support for 10+ TB Memory, 12000 SCSI LUNs and up to 1024
CPUs

© Novell Inc, Confidential & Proprietary
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Novell Driver Delivery Process

Challenge: Kernel Modules including drivers need to be available at
the time hardware ships or the driver is updated.

Solution: Kernel Module Packages make vendors independent from
SUSE Linux Enterprise releases as the modules can be distributed,
installed and updated via an automated process

For the customer:
YaST driver installation and update
Component certification gives confidence

For the vendor

Well-defined infrastructure to build SUSE Linux Enterprise drives
Kernel update notification and kABI notification

Build service and validation to build and revalidate

Novell can distribute through Novell Customer Center if GPL
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SUSE Linux Enterprise 10
The Platform for the Open Enterprise

High Availability and Storage
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Storage Foundation

High Availability Storage Foundation

* Integrating OCFS2 cluster filesystem, cluster-aware volume
management with EVMS and HA failover with Heartbeat2

OCFS2
* Optimized for fast access to large files
* Joint development with Oracle

Heartbeat 2
* Modular design with new cluster resource manager
¢ Large clusters: 16 nodes tested, no inherent limit
* Resources actively monitored for health

— via Open Clustering Framework (OCF) Resource Agents (RA)
* Powerful resource dependency model based on XML

— Cluster information base (XML) replicated across nodes
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Storage Features

Multipathing
¢ Improve and harden multipathing support

v 1/0 Load balancing
v HA failover

NFS
* NFS v4 Client and Server

v Performance improvements
v Improved security

iISCSI
+ |ISCSI target and initiator
¢ “turn SLES into a SAN box”

DRBD
¢ D strbuted Replrated Bbck Devre
¢ htegrated w ih Heartbeat?2
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SUSE Linux Enterprise 10
The Platform for the Open Enterprise

Virtualization
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Technology trend: Virtualization

Share of machines
using virtualization

SLES 10 is prepared for
virtualization paradigm:

- Hypervisor integrated

in Kernel

- Physical and virtual drivers
- Storage foundation

- Management of VM's

- Advanced security features

Virtualization
becomes
mainstream

Virtualization on
Mainframes only

Time

1980 2007
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Virtualization

Use cases
* Server consolidation
* Workload isolation (e.g. dedicated VMs, QoS policies)
¢ Scheduled HW Maintenance w/o SW downtime
* Compatibility environments
* SLESO solution stack in VM running on SLES10
Xen 3.0
* Hypervisor fully integrated and supported
¢ Support for SMP, PAE and 64-bit CPUs

Management
* Based on CIM standard, CIM providers for VM management
* YaST modules for easy management
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Novell Virtual Machine Architecture

Virtual Machines Virtual Machines Virtual Machines

VM Management q.........- Guest
Application " : Eggnotm
v

Internal / External

Domain N

Domain 1

Linux Kernel Guest

IO System IO System
=) = e —a Kernel
Physical sS4 29 SiE | = g 20
J = = 0, +-= 0. w,
Drivers S5 == = e 2E
2z t o o o
F 3 E mt. ¥ 3
T ! gl I IO Path T
IO Path XEN Hypervisor
+ Direct IO Path + Direct 10 Path IO Path
2 h ]
Intel /AMD VT
(Vanderpoaol,
Pacifica)
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SUSE Linux Enterprise 10
The Platform for the Open Enterprise

Security
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Security

Proactive
* Code audits of potentially dangerous programs
* Compiler improvements (buffer overflow checking with fortify)
* Stack less predictable through randomize (exploit prevention)

Server Jail
* Secure encapsulation in VM via Xen virtualization

AppArmor intrusion prevention
* Creates “firewall” around applications
* Protects even against unknown application vulnerabilities
* No security expertise required

* Comprehensive wizard-based tool set, integrated in YaST
* Default profiles for standard applications

* Low performance impact (typical: < 0.2 %, worst case: 2%)
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A closer look at AppArmor

Security Model
* Proactive “whitelist” approach, no attack signature database

* Profiles grant access to the minimal list of files/directories and POSIX
capabilities required by the application

* Complete kernel-level mediation through Linux Security Module

Automated workflow for security profile generation
* Autoscan for open network ports
* Find applications listening to ports and check for existing profile
+ Auto-generate profile template based on static analysis

* Auto learn mode: Automatically expands profile while running the
application through normal operation

* Interactive optimizer assists in simplifying the profiles with regular
expressions and foundation classes
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AppArmor Security Profile

Whenever a prOteCted /usr/sbin/ntpd { i
program runs regardless of pinclude <abstractions/baser Exa?pli security
UID, AppArmor controls: profile for ntpd

+ The POSIX capabilities it sapability ipe_lock,
of oy o capability net bind service,
can have (even if it is R

capability sys_time,

runn|ng as root) capability sys_chroot,
H H . . capability setuid,
- The directories/files it can
read/write/execute Jete/ntp. cont r,
/etc/ntp/drift* rwl,
/etc/ntp/keys r,
Many default prOflleS /etc/ntp/step-tickers r,
/tmp/ntp* rwl,
Apache2, postfix, etc. /usr/sbin/ntpd rix,
/var/log/ntp w,
/var/log/ntp.log
oy . . /var/run/ntpd.pid w,
Additional profiles available PN o
/var/lib/ntp/drift.TEMP rwl,
/var/lib/ntp/var/run/ntp/ntpd.pid w,
/var/lib/ntp/drift/ntp.drift r,
/drift/ntp.drift.TEMP rwl,
/drift/ntp.drift rwl,
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SUSE Linux Enterprise 10
The Platform for the Open Enterprise

Management
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Management Lifecycle

Management Tasks

(’ Installation

! Configuration

‘ O \ Update Management

$ k

Monitoring
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Management Lifecycle — Installation

1to 1 1 to many

- YaST Installation Workflow - AutoYaST

- Pattern based software - ZENworks Linux Management
deployment

Preparation - N
o e Installation Settings
~ License Agreement
v Systermn Analysis Software - 3
» T\ﬁalune B2 Click any headline to make changes or use the "Change..." menu below, File View GClasses Tools
@Har e
. Overview | Expert i
Installation =-System @ Available modules
= Installation Summary h
® Perform Installation Keyboard Layout Boot Loader
Configuration * English (US) General Options
® Hostname e Power Management
® Root Password il " .
» Metwork ) ) Reporting & Logging Select the keyboard layout
* Format partition /dew/hdas (10.7 GB) for [ with reiserfs System Restorat
# Update Configuration * Use fdewjh -7 =- = ystem Hestoration
« Online Updatz Eile Package Patch Extras Help System Services (Runleve
 Service Software Fiter: [Patlams B Package | Summary i fetc/sysconfig Editor
® Users O ) - ’
G @R + SUSELin. [ [Patiem _ I ) fom Eva—— — Date and Time Configure Partitioning and Storage Settings
@ Release Notes c+ GNC_’ME Base Technologies [ xen Xen Virtualization: Hypevisor (aka VMM aka Microkemel) 8.5 H
* + X Windc Default System [ xen-doc-himl Xen HTML 1508 Language
® Hardware Configuration « 1 Default
+ Default | | [] common Gode Base O P Xen POF 3663 Network Devices
* +Base Sy | i Base System [ xen-tools Xen Virtualization: Gontrol tools for domain 0 15 X
.+ :‘_"1‘55”1 I Novell AppArmor [ xen-tools-ioemu Xen Virualization: BIOS and device emulation for unmodified guests 651.9 ~Network Services Gonfigure printers
© 4 Print5e ][] High Availability xterm The basic X Window System package 18
* Size of Pai Graphical Environments Novell AppArmor
[ GNOME Desktop Environment -Security and Users
Language [] KDE Desktop Environment )
) X Window System Miscellaneous Gonfigure your sound card
® Primary Li Primary Functions
[ File Server
[ Print Server
[] Mail and News Server
[ web and LAMP Server Gonfigure the graphics card and monitor
Show Release Notes [] Intemet Gateway I I T Q|
[] DHGP and DNS Server
[ Directory Server (LDAP) Deseription | Technical Data | Dependencies | Versions | File List | Change Log |
[ SAP Application Server Base
[ Oracle Server Base bridge-utils - Uiiliies for Configuring the Linux Ethemet Bridge I TS
[] Web-Based Enterprise Management This package contains uiities for configuring the Linux ethemet bridge. The Linux ethemet
bridge can be used for connecting multiple ethemet devices together. The connection is fully
DSVSIopms'“ transparent: hosts connected to one ethernet device see hosts connected to the other
[] C/C++ Compiler and Tools

29

ethemet devices directly,

Authors:

Lennert Buytenhek

Check | ] Autocheck Cancel Accept

M_____]14%15GB 92GB 108GB
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Management Lifecycle — Configuration

1to1

- YaST Control Center

— Module based

— Categorized

& vasT control Center @ K22 = X
File Edit Help
[ sotware =
- Q DHCP Server Q DNS Server
[al Hardware
T DNS and Hostname Q HTTP Server
M system A
F\ 5 oS, ) .
J Network Devices %# Hestnames EQ'L Kerberos Glient
‘:'i Network Services a =
o 4 ™ LDAP Client = Mail Transfer Agent
! &
'@' Novell AppArmor
o ] i ()
()l Security and Users _::_:.. MFS Glient _::.:.. WFS Server
_* Sl . S NIS Glient L g NIS Server
@ NTP Client ﬁ Network Services (xinetd)
Wl Fel -
ﬁ,’?, Proxy <~ 8 Remote Administration
<r> Routing = samba ciient
=
l‘ﬁ Samba Server & ;:'_."| TFTP Server
Configure a DNS server

© Novell Inc, Confidential & Proprietary

1 to many

- AutoYaST
- ZENworks Linux Management
— Machine lock down

— AppArmor profile deployment
« OpenWBEM / CIM support

EthernetAdapter {D}
1132
Processor 16[ ] {enum}
tions : string[ ]
Role : strF—=
Family : 1 MediaAccessStatData
OtherFar . .
Upgrade ReadOperations : uint64

MaxCloc| UnrecoverableReadOperations : uint64
Currentc| WriteOperations : uint64

DataWid/| UnrecoverableWriteOperations : uint64
Address\| RecoveredReadOperations : uint64
LoadPer| RecoveredWriteOperations : uint64
Stepping| RecoveredSeekOperations : uint64
UniquelC UnrecoverableSeekOperations : uint64
CPUStat . ,
ExternalBusClockSpeed : uint32 {E}

iveErrors : uint32
rs : uint32
| Lianic 1 uuLuiliys . uint32
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Management Lifecycle — Updates

1to1 1 to many

- YaST Package Manager - ZENworks Linux Management
- ZENworks Tools as Satellite Server

—zmd

— rug

— zen-updater m
- Novell Customer Center =

) . . Novell Customer Center
— Automatic Configuration
— Registration and Entitlement
Management

Novell Prod

o — United St - Englih aren
uc Services & Support Partners & Communities v Download | 8 Logout
Pr——
Systems Management
NOVELLINC (173341)
Customer Center These are systems to which you rights to administer.
Home (Beta) - Remove Sysem(s) = Move Sysem (s)
Sutscrptions
S ; Filter this view [Host Name ~[[Contains ] g0 ZENworks
dmininsiators ¢ p— System Procuct —— P p—
o
Al Tildesiserver  testserver#111  SUSELINUX10D (%8 mongoose_user@novell  1Mar2005  Prowo Data Llnux Mana ement
2224estserver testserver #2220 'SUSE LINUX 100 (i58 mongoese_user@novell 1 Mar 2006 Pr Data
-1 test server #333 SUSE LINUX 10.0 (i58 mongoose _user@novell 1 Mar 2006 Prove Data
o
e — /
i ’

gend
=, =1 . .
SUSE Linux Enterprise
Corporate Governance | Legal | Privacy | Subscribe | Feedback | Glossary | RSS ®© 2005 Novell, Ine. Al Rights Ressrved &it
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Management Lifecycle — Monitoring

1to1 1 to many

- sysstat-package for decent low - nagios

level monitoring - OpenWBEM / CIM support
- ksysguard using graphical - ZENworks

frontend

— local

— remote =TT

Novells ZENworks.

ATMSRTTRRTIN Home Devices Policies Bundles  Reports  Configurations m
= Commen Tasks &
= . View Getting Started P
Hle Edt Settings Help T System Summary # | Schedule Edi
= A\ [E F N QL @ ¥ ) & Total 2N 0/05 & 41r T4
B = B u % QR %S P Frequently Used A i — e
[ wstestt. provo.novell.cor Servers ] 2 3 3 b ;
Sensor Browser |sensor 1| | systemiast ‘ Prozesstabelle ‘ ] brovorovel | [ w q o 2 2 No items ovailable.
=% localhost € Fi - N N N
PU Load Load Average (1 min)————— Eirefox 0 0 6 5 i i
+ACPI ge (1 min) & Testt g 4 & £ Watch List Edi
+-CPUO 7] nld a 2 3 3 Status Type Item
+#-CPU Load 1 servers | Mo items available.
+-Disk Throughput ] Test Hot List Edic | &
+-Memory ‘;L_F Groug of Workstations ¥ & Type ltem Most Recent Event Date
¢ Network 1 ohk usaae Ko items available.
+-Parttion Usage L3 wstest?. provo.novell.cor
H MaProcess Controller Proces. ZENworks Health =
*~MaProcess Count Intege...
Status Hame: Description
# Content Replication Replication status of servers.
Connect Host - KDE System Guard @ Packend Services View messages logged by the services running on your backend servers.
Swap Memory
Connection Type
@® ssh Crsh (> Daemon ©) Custom command
[ Tes s
Command: ‘ ‘ ‘
e.g. ssh -1 root remote.host.org ksysguardd
1] | _Ll
| ane 4
108 Processes || Memory: 1,004,844 KB used, 30,520 KB free | Swap: 36,108 KB used, 1,008,108 KB free
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Advanced Datacenter Vision N@

Managing the complete
life cycle of both physical and
virtual machines

Compute Servers

“i ni “'i
/ / /

Storage Servers
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SUSE Linux Enterprise 10
The Platform for the Open Enterprise

Application & Development Services
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Software Development

One Software Development Kit (SDK) for all products

* save developers the work of getting and configururing all the different
tools by themselves

* provide a standardized, easy to set up development environment that
can be rolled out & deployed via YaST

Kernel Crash Dump Tools
¢ kexec / kdump

Linux Profiling Tool OProfile

* Profiles kernel, kernel modules, interrupt handlers, shared libraries,
and applications.

Java Development

¢ Java 1.4 Runtime
* Eclipse 3.1 IDE

© Novell Inc, Confidential & Proprietary
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.NET for Linux: Mono - Motivation

Market Trends

* Heterogeneous environments foster large variety of programming
languages being used

* Rising software complexity leads to high cost for porting

Solution: .NET / Mono

* One platform for many (ideally all) object oriented programming
languages

¢ Compile source code into Common Intermediate Language

¢ Just In Time compiler translates CIL code into machine code

* Easy integration of existing code into new projects through cross
language calls and cross language inheritance

Mono

* Most of the core components of .NET are available with Mono thus it

considerably facilitates migration

© Novell Inc, Confidential & Proprietary
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-
.NET for Linux: Mono

Open Source implementation of the .NET Framework
* Based on ECMA standard for C# and CLI

Binary Compatibility with .NET
* Estimated 80 % of all .NET 1.1 and many .NET 2.0 applications
work out of the box with Mono

Support for ADO.NET

* Provider for Oracle, OLE DB, ODBC, Microsoft SQL Server, MySQL,

Postgres, DB2, Sybase and Sqllite

Support for ASP.NET
* Test server XSP (xsp.exe), module for Apache (mod_mono)

Language Support
* C#, VB (experimental), Python, JavaScript
* Java interoperability at byte code level (IKVM.Net)
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File and Print Server - Scenarios

Set up new File and Print Infrastructure
¢ Use SLES for authentication, directory, file and print server
+ Authenticate Linux and Windows clients against SLES Server

+ Both Linux and Windows clients access file data and printers via
SLES server

Integration in existing Microsoft Windows Infrastructure
* Use SLES as file and print server
* Authenticate against Windows PDC or Active Directory

Migrate Windows NT/2000 file and print server to SLES
* Replace Windows NT/2000 file and print server by SLES
* Migrate directory to SLES

* Note: Migration of an Active Directory Server (Windows 2003) to
SLES can only be done partially and requires manual work

© Novell Inc, Confidential & Proprietary



SUSE Linux Enterprise 10
The Platform for the Open Enterprise

Server Functionality
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Complete Server Functionality N
File and Print Services Middleware Services
Samba 3 with improved integration into - Apache Web Server 2.2.0 and scripting
Windows environments (authentication support (PHP5, PERL, Python, Ajax,
against Active Directory) Ruby on Rails, etc.)
NFS v4 - Java Runtime Environment 1.4
CUPS - Geronimo (Java Application Server)
Apple File Protocol (AFP) - NetATalk - Tomcat
Support for Linux, UNIX, Windows and - Mono 1.1
Macintosh clients Network Services
Mail Services - DNS /DHCP
SMTP / Postfix - NTP
IMAP / Cyrus - NIS
SASL - OpenLDAP
Security - SLP
- SUSEFirewall + TFTP
ClamAV Anti-Virus Protection Databases
Snort - MySQL
VPN with FreeS/WAN - PostgreSQL

ODBC connectivity
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SUSE Linux Enterprise 10
The Platform for the Open Enterprise

Desktop Productivity
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New in SUSE Linux Enterprise Desktop 10

New levels of end user productivity
Powerful desktop productivity tools: E-mail, desktop search, Firefox Web browser,
Instant messaging, multi-media
OpenOffice.org 2.0 office suite and Visual Basic macro conversion
Easy-to-learn desktop environment with advanced animations and rendering
Seamless integration with enterprise systems

Enhanced hardware support for USB and Bluetooth devices

Seamless connectivity to mixed networks, including Novell eDirectory and Active
Directory

Printer support including auto driver download and installation, MS printer support
Flexible deployment options

Thin and thick-client deployment
Easy deployment and desktop lock-down

Novell is #1 on the Linux desktop, providing vendor choice
and dramatic costs savings for basic office workers

© Novell Inc, Confidential & Proprietary
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Novell Training Offerings on SUSE Linux N
Enterprise 10

SUSE Linux Enterprise 10 First Class

- provides an overview of both SUSE Linux Enterprise Server and
SUSE Linux Enterprise Desktop.

- Available as Instructor-led , self study or on-line training.

- The training is developed on a privileged Beta version of the products
and is available as of March 20" in the BrainShare bookstore (self-
study)

- The training ships on a USB2 external hard drive and provides
access to a live server and desktop in a virtual environment for
hands-on labs as well as lecture materials, labs, and tests in a
Learning Management System. It can be accessed from Microsoft
Windows or Novell Linux PCs.
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Questions & Answers

The platform for the open enterprise

45

State of the Art Linux
Virtualization Energized
Application Security
Systems Management
System Integration
Broad Hardware Support SErTEaETTET
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Virtualization
High Availability and Storage

Performance and Scalability

Hardware Support

SUSE Linux Enterprise
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